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1 1 0. The method of Claim 9 wherein the group is an empty groi 

1 11. The method of Claim 9 wherein the group is a dynartfic topology group 

2 (DTG). 

1 12. The method of Claim 9 wherein the step of configuring a DNS server 

2 further comprises transmitting the group ID resource record to the DNS server in 

3 accordance with DNS Update protocol. / 

1 13. The method of Claim 9 further comprising deleting the group ID resource 

2 record that defines the group, thereby deleting the group. 

1 14. The method of Claim 9 further/comprising the step of transmitting a 

2 message in accordance with DNS Update protocol to delete the group ID resource record 

3 that defines the group, thereby deleting the group. 

1 15. The method of Claim ^ further comprising the step of adding, in 

2 accordance with DNS Update protocol, a group info resource record to associate an 

3 additional DNS resource record with the group, thereby adding the respective DNS 

4 resource record to the group. / 

1 16. The method of Claim 9 further comprising deleting, in accordance with 

2 DNS Update protocol, group irib resource records that associate a DNS resource record 

3 with the group, thereby removing the respective DNS resource record from the group. 

1 17. The method^of Claim 9 fimher^Qmprising deleting a group info resource 

2 record that associates a DNS resource retard ^ith the group, thereby removing the 

3 respective DNS resource/record from the ; 

1 18. The method of Claim 9 ^lrth^con^rising modifying one or more group 

2 info resource records. / 

l 19. The method of Claim 9 ^herein at least one group info resource record 




2 defines how a DNS^/server is to respond-to\jueries for its respective DNS resource record 

3 when the group is inactive. 

1 20. Th£ method of Claim 9 wherein at least one group info resource record 

2 specifies that a DNS server responds to a DNS query for a DNS resource record in an 

3 inactive group exactly as if the DNS resource record did not exist. 
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1 21. The method of Claim 9 wherein at least one group info resource record 

2 specifies that a DNS server responds to a DNS query for a DNS resource record in an 

3 inactive group with zero answers with at least one of a TXT resource record and return to 

4 service time (RTST) resource record in the additional information section of a DNS 

5 response. 

1 22. The method of Claim 9 wherein at least one group info resource record 

2 specifies that a DNS server responds to a ^NS query for a MX resource record in an 

3 inactive group with a zero answers so that ; flie next highest priority MX resource record 

4 will be queried as a result. 

1 23. The method of Claim 9 wherein at least one group info resource record 

2 specifies that a DNS server responds to a DNS query for a DNS resource record in an 

3 inactive group with a configurable substitute resource record. 

1 24. The method of Claim/9 wherein at least one group info resource record 

2 specifies that a DNS server responds to a DNS query for a DNS resource record in an 

3 inactive group with an alternaty^ddress (type A) resource record whose address is the 

4 address of a server outside the group. 

1 25. The method of/Claim 9 wherein at least one group info resource record 

2 specifies that a DNS server responds to a DNS query for a DNS resource record in an 

3 inactive group with a sender failure return code such that client discovers the 

4 unavailability of the resource without inferring that the resource does not exist. 

1 26. The method of Claim 9 further comprising the step of a single selected 

2 computer generating heartbeat messages in accordance with a heartbeat protocol 

3 indicating the availability of one or moi€^pmputer resources represented by respective 

4 DNS resource records, such that loss o/heartbeat from the selected computer is indicative 

5 that all computer resources are unavailabfeT^ the presence of a heartbeat from the 

6 selected machine is indicative that all computei/resources are available. 

1 27. The metllod of Claim Wirjfer comprising the step of a single selected 

2 computer generating heartbeat messa^s^in accordance with a heartbeat protocol 

3 indicating the availability of one or more computer resources represented by respective 

4 DNS resource records, such that loss of heartbeat from the selected computer is indicative 
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5 that all computer resources are unavailable, aria the presence of a heartbeat from the 

6 selected machine is indicative that all computer resources are available; and the step of 

7 the single selected computer requesting a new heartbeat rate, and upon agreement by the 

8 DNS server to the new heartbeat, implementing the new heartbeat. 

1 28. The method of Claim 9 further comprising the step of a single selected 

2 computer generating heartbeat messages in accordance with a heartbeat protocol 

3 indicating the availability of one or more computer resources represented by respective 

4 DNS resource records, such that los^of heartbeat from the selected computer is indicative 

5 that all computer resources are unavailable, and the presence of a heartbeat from the 

6 selected machine is indicative that all computer resources are available; and the step of 

7 the DNS server imposing at apy time a minimum heartbeat period on the selected 

8 computer. 

1 29. The method of /Claim 9 further comprising the step of a single selected 

2 computer generating heartbeat messages in accordance with a heartbeat protocol 

3 indicating the availability of one or more computer resources represented by respective 

4 DNS resource records, such'that loss of heartbeat from the selected computer is indicative 

5 that all computer resources are unavailable, and the presence of a heartbeat from the 

6 selected machine is indicative that all computer resources are available; and generating a 

7 message by the selected computer in accordance with the heartbeat protocol to deactivate 

8 the group. / 

1 30. The method of Clain^iurther comprising the step of a single selected 

2 computer generating / heartbeat rpssages in accordance with a heartbeat protocol 

3 indicating the availability of one or mdrocomputer resources represented by respective 

4 DNS resource records, such that loss of heartbeat from the selected computer is indicative 

5 that all computer resources are\uMvail^e, and the presence of a heartbeat from the 

6 selected machine is indicative thaT^lcomputer resources are available; generating a 

7 message by the selected computer in accb^dance with the heartbeat protocol to deactivate 

8 the group; and generating an acknowledgement message by the DNS server to the 

9 selected computer prior to deactivation of the group. 
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31. The method of Claim 9 further comprising the step of a single seleptefl 
computer generating heartbeat messages in accordance with a heajlbem protocol 
indicating the availability of one or more computer resourceg^rejJresented by respective 
DNS resource records, such that loss of heartbeat fropa-tfie selected computer is indicative 
that all computer resources are unavailabje^nd the presence of a heartbeat from the 
selected machine is indicative tlmt^fl computer resources are available; generating a 
message by the selected cop*j5uter in accordance with the heartbeat protocol to deactivate 
the group and mdi^ate a return sep^ice time (RTST); and generating an 
acknowledgement message by tli&~T5?Js server to the selected computer prior to 
deactiyafion of the group. 

32. A method for implementing a heartbeat protocol, comprising generating 
tbeat messages by a single selected computer indicating the availability of resources 

on one or more comput ers, such that loss of heartbeat from the selected computer is 
indicative that all compi ter resources are unavailable, and the presence of a heartbeat 
from the selected machin 5 is indicative that all computer resources are available. 

33. The method of Claim 32 further comprising the step of the single selected 
computer requesting a new heartbeat rate, and upon agreement by the server to the new 
heartbeat, implementing tne new heartbeat rate. 

<= _^^^> 34. The method of ^aim 32 further comprising the step of the server 
^V>^imposing at any time a minimum heaijbeat period on the selected computer. 

The method of 6|aim J>2 further comprising the step of generating a 

2 

c= ^^ ( Xt>) 36 * method of Claim 32 further comprising the step of generating a 

2 rrfessage by the selected computer in accordance with the heartbeat protocol to indicate 

3 unavailability of the one \r more computer resources; and generating an 

4 acknowledgement of unavailability'message by the server to the selected computer.- 
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35. 

message by the selected computeA in accordance with the heartbeat protocol to indicate 
unavailability of the one or more computer resources. 



